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ASTRI stands at the forefront of this financial transformation, harnessing its expertise in Al,

blockchain, cybersecurity, and data analytics to drive innovation and reinforce Hong Kong's
position as a leading international financial hub.
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FinTech is transforming financial services, making them faster, more secure, and highly reliable.
Advanced technologies are empowering banks, insurers, and other financial institutions to
better serve their customers, while enabling users to access financial products in a seamless and
intuitive manner.

As a leading R&D organisation in Hong Kong, ASTRI develops cutting-edge financial technologies to
address key industry challenges. Focusing on blockchain, cybersecurity, big data while providing
proofs-of-concept and scalable innovations, ASTRI is driving the financial sector towards a new era
of growth and innovation, supporting the city's vision of a technology-driven future.
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Technologies Breakthrough
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In 2024/25, ASTRI demonstrated its commitment to technological excellence
by developing several innovative solutions tailored to the financial industry.
These advancements showcase how cutting-edge technologies can enhance
efficiency, security, and operational effectiveness across various sectors.
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Al Fraud Detection

ASTRI's specialised Al fraud detection technology represents a significant advancement in financial security,
delivering measurable value to banking institutions whilst strengthening customer trust. The solution deploys
sophisticated algorithms to scrutinise bank statements for fraudulent activity through multiple Al-driven image
assessments, ensuring detection evasion is virtually impossible. Core features encompass Al-generated image
detection, manipulated image inspection, relative layout scale comparison, and GREEN technology for cross-

field validation. Compatible with statements from leading institutions, the technology detects inconsistencies and
alterations with exceptional accuracy, enhancing transaction security and building confidence in digital banking
services.
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Semantic Matching for Loan document Review

ASTRI, in collaboration with a Hong Kong bank, has developed an Al-powered automated loan document review
system that leverages advanced natural language processing and deep learning technologies. This system is designed
to automatically extract and compare relevant content between the term sheet and the loan agreement to ensure
semantic consistency. The system has been successfully deployed by the bank across various loan types, achieving an
accuracy rate exceeding 90%. By significantly improving the speed of document review, it reduces operational risks,
minimises human errors, and alleviates the workload of frontline staff.
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These innovative solutions and collaborative partnerships demonstrate ASTRI's continued leadership in
developing transformative technologies that solve critical industry challenges.
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Partnership and Commercialisation
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Network Visualisation Solution
RE AR ARG R

Cheque OCR (Optical Character
Recognition)
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Software Supply Chain
Vulnerability Identification
Platform
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ASTRI designed and implemented a comprehensive data analytics system for the Hong Kong
Monetary Authority. This system consolidates data from multiple sources to construct a corporate
knowledge graph for supervisory purposes. Features include data ingestion, cleansing, text mining,
entity resolution, graph analytics, and visualisation, all supported by thorough documentation and
skill transfer.
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ASTRI partnered with a multinational bank to develop advanced recognition engines that
streamline cheque processing operations. The trial software successfully recognises critical fields
including payer and payee names, cheque amounts, dates and other magnetic ink character
recognition (MICR) information across multiple languages—English, Traditional Chinese, and
Simplified Chinese. This collaboration enhances cheque clearing efficiency and optimises
operational workflows for the banking sector. The system continues to evolve through iterative
updates that address processing errors and improve overall performance.
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In collaboration with Sparkle In Technology Investment Limited, ASTRI developed a platform for
identifying vulnerabilities in software supply chains. Using hybrid scanning mechanisms, including
binary code dynamic scanning, the platform provides a robust solution to manage security risks
across digital assets like servers, routers, and gateways.

Project commenced in 2024/25*
202425 EREMNMEE R

Fraud Detection using Al for Image-based Documents
A Programmable Automated Tabular-Data Generation method for Machine Learning
LLM Access Shield against Data Leakage and Undesirable Response

Valuation and Simulation for Trusted Data Exchanges
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* Funded by the Innovation and Technology Fund
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